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Introduction

A.NALFY A& | LI NIOYSN AyY
Services practice and is responsible for managing
YR RS@OSt2LIAY3I 0KS TFTAN
group. Brian has over 12 years experience
providing management consulting and IT risk
advisory services including IT audits (both
Internal and external), information security
assessments and SAS 70s. Brian is based Iin
Houston and has clients across the State of Texa:
Including the Dallas / Fort Wortketroplex
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A Founded in 1950 in Fort Worth

A Approximately 400 people in 5
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accounting firm nationally

across all locations




A Evolving Computer Use

A Evolving Threats

A Evolutionof NetworkSecurity

A Notable Breaches

A Considerationgor IT Auditors in 2010
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Evolving Computer Use
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Internet Users in the World
Growth 1995 - 2010

Users: Then vs. Now

2010 and onward

A Dependence on the internet
A User based development
A Use of social media

A Online banking

- A Unified communications /\v
. A Mobile users | 2\
- AlYyR 2Y

Source: www.internetworldstats.com - January, 2008
Copyright® 2008, Miniwatts Marketing Group
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Evolving Threats




weaver g Threats: Then vs. Now

2000 2010
A First Distributed Denig A MassiveBotNets ‘
of ServicePDo$ A Cross Site Scripting (XSS
attack A AFO?]G Acrobat Reader &
_ Flas
A Worms and Trojans | A Abbreviated URL Service
A Microsoft Windows & | A I\H/Ialvl\</a5e Vc\j/istt)rit%uted via
1S acke epslites
. A Going after the weak
A Web Site Defacement hur'm?ns W
A Going after the weak | A K%%tzblggmgéghone
sygtems _ _ A Orgaﬁized crime
A Fairly static websites | 3 profit
A Disgruntled souls
A Bragging rights




weaver - KoobfaceBotnet

Source:
TrendMicro-

The Real Face of
Koobface




