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Introduction

Brian Thomas, CISA, CISSP

Å.Ǌƛŀƴ ƛǎ ŀ ǇŀǊǘƴŜǊ ƛƴ ²ŜŀǾŜǊΩǎ wƛǎƪ !ŘǾƛǎƻǊȅ 
Services practice and is responsible for managing 
ŀƴŘ ŘŜǾŜƭƻǇƛƴƎ ǘƘŜ ŦƛǊƳΩǎ L¢ !ŘǾƛǎƻǊȅ ǎŜǊǾƛŎŜǎ 
group.  Brian has over 12 years experience 
providing management consulting and IT risk 
advisory services including IT audits (both 
internal and external), information security 
assessments and SAS 70s.  Brian is based in 
Houston and has clients across the State of Texas, 
including the Dallas / Fort Worth Metroplex.



Intro to Weaver

ÅFounded in 1950 in Fort Worth

ÅApproximately 400 people in 5 
ƭƻŎŀǘƛƻƴǎ ŀŎǊƻǎǎ ǘƘŜ ά¢ŜȄŀǇƭŜȄέ

Å[ŀǊƎŜǎǘ ŦƛǊƳ IvΩŘ ƛƴ ¢ŜȄŀǎΣ ŀ ¢ƻǇ рл 
accounting firm nationally

ÅRisk Advisory Services consists of 
approximately 30 personnel spread 
across all locations
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Evolving Computer Use



Users: Then vs. Now

2010 and onward

ÅDependence on the internet

ÅUser based development

ÅUse of social media

ÅOnline banking

ÅUnified communications

ÅMobile users

Å!ƴŘ ƻƴ ŀƴŘ ƻƴΧ



Exponential Growth in Use

Source: Danny Allan, Web 2.0 How Secure are Your Apps?



Evolving Threats



Threats: Then vs. Now

2000
Å First Distributed Denial 

of Service (DDoS) 
attack

Å Worms and Trojans

Å Microsoft Windows & 
IIS

Å Web Site Defacement

Å Going after the weak 
systems

Å Fairly static websites

Å Disgruntled souls

Å Bragging rights

2010
Å Massive BotNets
Å Cross Site Scripting (XSS)
Å Adobe Acrobat Reader & 

Flash
Å Abbreviated URL Services
Å Malware distributed via 

Hacked Websites
Å Going after the weak 

humans
Å Facebookand iPhone

Apps; Koobface
Å Organized crime
Å Profit



KoobfaceBotnet

Source: 
TrendMicro-
The Real Face of 
Koobface


